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Kernel 2.6.17-1.2142 FC4 on an i6B6

Console screen

I (P ESVA LIS PRY
ftop - @1:54:43 up 6:36, @ users, load average: 8.08, 8.83, 8.08
Tasks: 71 total, 1 rumning, 78 sleeping, B stopped, 8 zombie
Cpu(s): @.8x us, B.7x sy, 8.8z ni, 99.8» id, 8.8z wa, B8.3x hi, 8.8x si
Mem: 515496k total, 458492k used, 57884k free, 21944k buffers
[Swap : 5242808k total, Bk used, 524280k free, 78688k cached
1898 root 1 8 2Zez4 1812 B84 R 8.3 0.2 :41.87 top
root B 1744 588 588 8.8 8.1 1A8.62 init
root 19 8 8 B B H ksoftirqd/B
root ] ] . . :@a. watchdog-@
root . . 1a8. events/@
root . . :A@.A8 khelper
root . . :@e., kthread
root . . 1a8. kblockd 8
root . . :A8.08 kacpid
root B B . khubd
root . . :@e., kseriod
root . . :A@.88 pdf lush
root . . .18 pdf lush
root . . :@a. kswapdd
root . . 1a8. aiosB
root . . .88 kpsmoused
root . . :@e., scsi_eh @
root . . 108 . kmirrord
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New quarantine selection screen

>

Mail=Zcanner: ETE3 s children Processed: 4 17.49kb
Postfix: EE 1 procis) Clean: 4 100.0%
Load Average: 0.01 0.03 0.00 Wiruses: 1] 0.0%
ail Queues Top Wirus: Mone

‘linbound: 0 Blocked files: 0 0.0%
outbaund: il Others: 0 0.0%
Greylisted: 0 Sparn: 0 0.0%
High Scoring Spam: a 0.0%

MCP: 1] 0.0%

High Scoring MCP: a 0.0%

Summary information in the information bar at
the top of most screens

Quarantine Reports | Tools/Links | Greylist | Logout

Greylisted | AWL Addresses | AWL Domains White Addresses Grey Addresses

Auto Whitelist Addresses

Delete '-undef-' entries

Add to whitelist

Sender name T
Sender domain
Source (class ¢ or d)

Controllable, smart Greylist functionality

(G ESVA 1.7.0.5-PRD
May 28 A1:48:34 mail-gw MailScanner[118861: Read 7?64 hostnames from the phishing
whitelist
May 2@ A1:48:34 mail-gw MailScanner[118861: Config: calling custom init functiow
SQLBlacklist

mail-gw MailScanner[118861: Starting up SQL Blacklist

mail-gw MailScanner[118861: Read B blacklist entries

mail-gw MailScanner[118861: Config: calling custom init function

mail-gw MailScanner[1168861: Started SQL Logging child
mail-gw MailScanner[118861: Config: calling custom init function

SQLWhitelist

Moy 28 B1:48:34 mail-gw MailScanner[118861: Starting up SQL Whitelist

Moy 28 mail-gw MailScanner[118861: Read 1 whitelist entries

Moy 28 mail-guw MailScanner[118861: Using SpamAssassin results cache

Moy 28 B1:48:34 mail-gw MailScanner[118861: Commected to SpamAssassin cache data

base

Moy 28 :34 mail-gw MailScanner[118061: Enabling SpamAssassin auto-whitelist

functionality. ..

mail-gw postfix/smtpl110851: CIBBFZI9A6: to=<paul.thurnBdata.hkr
, status=deferred Chost mx1.hkr.sel

: Gr

lcylisted, see http://isg.cc.cthz.ch/tools/postgreyshelpsdata.hke.se.html Cin rep

ly to RCPT TO command))

Moy 28 B1:48:38 mail-gw MailScanner[118861: Using locktype = flock

of date.
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[Spam st EE 1 proc(s)
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P Mail Queues
giobak-domination.org,

Inbound o
outbound o
reylsted o
Jump to message

11 /7 andy.mac@global-domination.org  paulthum@data fkr.se RE: esva ftp 2.6Kb 0.00 Clean
1 20T gy K ESVAL.7.15 - ready to go! 18kb 0.00 Clean
[y 20T K FW: ESVA 17.15 - ready to gol 6.Kb 0.00 Clean
1111 25/85/57 andy macaolobal-dominatoniorg | angelo@mecemis.com £SVA 175 - ready to gol Lok 0.00Cleon
[ " Talmud spine 6.5Kb 8.:31 Spam
R — o Response from Mware Web site 13Kb 055 Clean
(1 ST gy K Test autbound on fresh 1.7.0.5 1.3kb 0.00 Clean
1130507 eoigeramplecom freemmhen R e e (s aekb voown
[1 %97 reot@example.com root@mail- I cron 10.6Kb 0.00 W/L
R ——— e e e 10 ooown
11 3507 ooigeramplecom oo e e () sskb 00own

New colour scheme

:Th1s wessage was scanned by ESVA and is helieved to he clean.
Click here to report this message as spam.
http://mail-gy.global-domination.org/cgi-bin/ learn-mey. cgi?id=7841327F59.03 192

Easily report messages as spam via a link in
the footer

ESVA

[ oote/rime | user |

20/05/07 02:15:16 Admin  192,168.169.1 Ran report Audit Log

20/05/07 02:15:14 Admin  192.168.169.1 Ran report Audit Log

20/05/07 02:13:49 Admin  192.168.169.1 Ran report SpamAssasin Rule Hits

20/05/07 02:13:44 Admin 1921681691 Ran report Spamassassin Score Distribution
20/05/07 02:12:54 Admin  192.168.169.1 Ran report Top Recipient Domains by Volume
20/05/07 02:12:34 Admin 1921681691 Ran report Top Mail Relays

20/05/07 02:12:08 Admin  192.168.169.1 Ran report Top Senders by Volume

20/05/07 02:10:47 Admin  192.168.169.1 Ran report Top Recipient Domains by Quantity
20/05/07 02:10:28 Admin 1921681691 Ran report Audit Log

20/05/07 02:10:18 Admin  192.168.169.1 Ran report SpamAssassin Score Distribution
20/05/07 02:10:08 Admin 1921681691 Ran report Top Viruses

20/05/07 02:09:58 Admin  192.168.169.1 Ran report Total Hail by Date

20/05/07 02:08:05 Admin  192.168.169.1 Ran report Top Senders by Quantity

19/05/07 23:35:29 Admin  192.168.169.1 Quarantined message (1BB1327EE7.42515) body viewed
10/05/07 23:35:23 Admin  192.168.169.1 Viewed message detail (id=18B1327EE7.42515)
19/05/07 23:34:45 Admin 1921681691 SpamAssassin was trained on message 188132767 42515 as spam
15/05/07 23:34:40 Admin  192.168.169.1 Viewed message detail(id=18B1327EE7.42515)
10/05/07 23:32:23 Admin  192.168.169.1 Viewed message detail (id=1881327€E7.42515)
19/05/07 18:34:35 Admin 1921681691 Viewed message detail (id=937AAZ99AB 9CE0F)
15/05/07 18:32:4 Admin  192.168.169.1 Viewed message detsil(id=0003D27FE7 F2075)
17/05/07 02:45:37 Admin 1923681 Ran report Audit Log

Audit log

b

Global-Domination.org

The official forum for the ESVA mail gateway

. @raq @search
Global-Domination.org Eerofie @You have no new messages @ Log out [ andy.mac ]

Barracuda Networks UK VAR Sophos from shopd-IT
Ho User Licancs Fees, High Volume Spam Internat Security Appliance Protection  Sophos protects organisations from
Fitering - Oriline Enquiry sgainst al threats viruses, spam and spynare

" Wi shopd-IT.com

sy Google
You last visited on 18 May 2007 08149 am
The time now is 19 May 2007 11112 pre

View posts since last visit
Vi
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View unanzuired pasts
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1.6 Discussion
@) General discussion m | me [FUECE
7R [eichimman bout how to do stuft aey | g [PONE I OR
(@) questions and answers about how to do stu 200 120
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~ 1.7 Release Candidate
@) 19 May 2007 1009 pm
Al e R 12 e 1M z007ing

Active user community & online support forum



Mail statistics for
mail-gw.global-domination.org

Last Day | Last Week | Last Month | Last Year

ESVA

www . global-domination.orgfesva

Last Day

: M }
o |" |

04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00 02:00
Sent total 4 msgs  avg: 0.00 msgs/min max: 1 msgs/min
Received total 12 msgs avg: 0.01 msgs/min max: 2 msgs/min
[Sun May 20 02:05:48 2007]

msgs/min

msgs/nin

o1
o
2

04:00 06:00 ©0B:09 10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00 0Z:00

W Bounced  total: 1 msgs  avg: 0.00 msos/min 1 msas/min
OViruses  total 0 msgs avg: 0.00 msgs/min 0 msgs/min
O Span total 1 msgs  avg: 0.00 msgs/min 1 msgs/min
W Rejected total: 5 msgs  avg: 0.00 msgs/min 1 nsgs/min

Top 10 Senders by Quantity

%

OoooOm

[Sun May 20 02:05:48 2007]

ESVA

W, global-domination.org/esva

Top 10 Recipient Domains by Volume
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RAZOR2_CHECK
RAZOR2_CF_RANGE_51_100

HTML_IMAGE_ONLY_32
NO_REAL_NAME

™ EXTRA_MPART_TYPE
HELO_DYNAMIC_DHCP
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Graphical reports

Description

HTML included in message

From: address s in the auto white-list
Listed in Razor2 (http://razor.sf.net/)
Razor2 gives confidence level above 50%

RAZOR2_CF_RANGE_E8_51_100 Razor2 gives engine 8 confidence level above 50%

HTML: images with 2800-3200 bytes of words

From: does not include a real name

Header has extraneous Content-type:... type= entry
Relay HELO'd using suspicious hostname (DHCP)

TotalHam % Spam %
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100

100
100



