HOWTO - Migrate settings from ESVA
1.6.4.5 t0 1.6.4.6

Andrew MacLachlan, andy.mac@global-domination.org

v0.01, 02/11/2006

This guide will help you to migrate settings you have configured to a later build of a 1.6
series ESVA Virtual Appliance.

1. Introduction

1.1 Copyright

This document is © 2006 by Andrew MacLachlan. Permission is granted to copy, distribute
and/or modify this document under the terms of the GNU Free Documentation License,
Version 1.1 or any later version published by the Free Software Foundation with no
Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts. A copy of the license
can be found in Appendix A.

1.2 Disclaimer

Use the information in this document at your own risk. | disavow any potential liability for
the contents of this document. Use of the concepts, examples, and/or other content of this
document is entirely at your own risk.

All copyrights are owned by their owners, unless specifically noted otherwise. Use of a
term in this document should not be regarded as affecting the validity of any trademark or
service mark.

Naming of particular products or brands should not be seen as endorsements.

You are strongly recommended to take a backup of your system before major installation
and backups at regular intervals.

1.3 Credits

Any comments or suggestions can be mailed to my mail address :
andy.mac@global-domination.org



mailto:andy.mac@global-domination.org

2.0How To

This document assumes that all hostnames and IP addresses etc will also migrate from
the source appliance to the target Appliance, and that the basic VM set-up will be done on
the target Appliance.

2.1.1 MailWatch Export

On the source appliance log into Webmin and navigate to Servers > MySQL Database
Server.

AN

My SOL

WyE0L Database Server

Click on the Backup Databases button.

Clicl: thus butt
the database,

[ Stop hyS0L Server ]

[ Backup Datahases ] Click this &

Type /tmp in the “Backup to directory” field, leaving all the other fields as default.

Click on the “Save and Backup Now” button.

[ save and Backup Maow ]




The databases will now backup.

successfilly backed up 6371515 bytes from database wailscanner to file /twp/mailscanner . sgl.

successfilly backed up 234532 bytes from database mysogl to file /trpsmysogl o sgl.
successfilly backed up 1045 bytes from database test to file /twop/test sl

scheduled backup for database left disabled.

Login to ESVA with WinSCP and copy /tmp/MailScanner.sql to your PC.

= # G’ o
5 tmp viie-2- mE@EA0Q @

Mame = Ext Size  Changed Rights Cuner
.. 02112006 00:,.,  rwesr-xe-x rook
3. 1CE-unix 0z 112006 00:,.,  raesrssnwk rook
I3 webmin 241102006 00:..,  rwer-xe-x roak
E] Clamad .update. log 93,163 01/11/2006 02:...  rw-r-—- clamay
E] mailscanner ., sgl 6,371,515 02112006 00:...  rw-r--r-- rook
IE] gl sgl 234,532 02/11/2006 00:...  ra-r---- rook
IE] kesk,sql 1,045 02/11)2006 00:.,,  rw-r--r-- rook

70% Copying

File: mailzcanner. sql

Target: F:5\WMMDE B ackuph Speed
[--------------------------- ] | J
Transfer mode: Binary Fezume: Enabled g3 1003
Time left; 10002 Time elapzed: 0:00:05

Bytes ransfemead: 4402 KB CPS: AEa KB/
[--------------------------- ]

[ ] Disconnect when operation finizhes




2.1.2 MailWatch Import

On the target appliance, login to Webmin and navigate to Servers > MySQL Database
Server. Click on the mailscanner database.

MySQL Databases
select all Tnwert selechic

O mailscanner

Scroll to the bottom of the page and click on the “Execute SQL” button.

Execute SCOL

Select the mailscanner.sql file you downloaded from the source appliance, then click
Execute.

melect an SOQL commands file to execute on database wailscanner

O From local file E]
® From uploaded file |FAWYMDE Backupymails| iBrowse...:

The import might take a few minutes and generate no messages.

Frecute SOL "W

Cutput from uploaded SQL commands

No output gernerated

Quit Webmin — Your work here is done!



2.2.1 Backup Configuration files from source

Using WinSCP copy the following to your PC:

Directories:
Ivar/spool/postfix/
Ivar/spool/MailScanner/
/letc/MailScanner/
/etc/postfix/

...Any other files you have modified.

2.2.1 Restore Configuration files to target

Using WinSCP copy the configuration files backed up in 2.2.1 to their original location,
overwriting the originals on the target

Check the permissions and ownership of files & directories are correct on the
target:

Marme Ext Size  Changed Rights Cuamer Group
L 05/10/2006 00:53:45 FUACE -3 - rook rook
[_Janacron 200032006 19:09:34 FWEE-KE - rook ronk
[_Jat 11/09/2006 23:02:03 Fil === dasmaon daemon
_iclientrmoueus 2a/10/2006 14:53:07 P === SMMmsp SMMSp
[_Jcron 0zf11/2006 002244 FIAT === rook ronk
[_icups 26/01/2006 15:51:41 FIAL === roak sys
ilpd 23/05/2005 05:28:14 FUACE -3 - rook rook
_ymail 28/10/2006 14:53:34 FUALCE I3 rook mail
_aMailScanner 140902006 01:06:12 FIE -3 -, rootk rook
[ mquele 16092006 22:59:57 PVl ------ poskFix poskfix
[ mquele,in 16)09/2006 22:59:56 Fil === rook ronk
[ pioskfi 23M0f2006 00:53:02 AL A I poskFis ronk
_irepackage 290032006 23:17:16 FIAE - - YEm P

jup2date 24/05/2005 17:59:10 FUACE -3 - rook rook



Mvar/zpoolpostfic

Mame = Ext Size Changed Rights Cnaner Group
5. 14092006 01:05:30 FIAEE=3F-3 roak roak
3 .p=ar 23M10/2006 00:58:03 AR pioskfis pioskfis
C3.razor 01112006 01:34:47 AR pioskfis pioskfis
). spamassassin 23/10/2006 00:58:04 PP poskFix postix
[hactive 25/10/2006 14:53:34 PP poskFix rook
ICbounce 27002006 01:23:06 PP A poskfix rook
[Chcorrupt Z0f04/2005 16:31:23 FREEE AT pioskfi rook
[Chdefer Z7Hofz006 01:17:11 PR pioskfiz rook
[ deferred Z7H0f2006 01:16:55 PR pioskfiz rook
[Cflush Z7N0f2006 01:17:36 AR IA pioskfis roak
[Chald 28/10/2006 14:53:34 AR pioskfis roak
|Chincaming 28/10/2006 14:53:34 PP poskFix rook
[ymaildrop 200042005 16:31:23 PP poskFix postdrop
Ihpid 26/10/2006 00;35:20 PP A rook rook
@pustgrey 02112006 00:05:11 P EEWREIAR poskgrey  posktgrey
[Chprivate 02112006 00:05: 14 FREEE AT pioskfi rook
[ public 02112006 00:05: 14 PR pioskfiz postdrop
[Csaved 20042005 16:31:23 PR pioskfiz rook
[Chtrace 20/04/2005 16:31:23 AR IA pioskfis roak

Heardzpool/poztfisd poztgrey

Mame = Exk Size  Changed Rights Cnaner Group
L= 23f10/2006 00:55:02 AR pioskfis roak
_db.001 24,576 02/11/2006 00:05:11 Fifd--—---- poskgrey  nobody
__db.ooz 278,528 02/11/2006 00:05:11 Fifd--—---- poskgrey  nobody
_db.o03 93,304 02/11/2006 00:05:11 Fipd------- poskgrey nobody
__db.0oo4 16,384 0z/11/2006 00:05:11 Fi-—----- poskarey niobody
log, 0000000001 10,485,760 01/11)2006 02:32:47 PR poskarey nobody
postgrey, db 8,192  14/09/2006 01:09:29 PR poskarey niobody
postgres, lock, 0 01112006 0Z:04:55 Fipg-----—- poskarey niobody
poskarey_clienks.db 3,192  14/09/2006 01:09:29 AR poskarey nobody

Avardzpool/b ailS canner

Marne =~ Ext Size  Changed Rights Owner Group
5. 14092006 01:05:30 FIAEE=3F-3 roak roak
[Cincaming 02112006 00:06:19 Fi-—--—= pioskfis pioskfis
[=hquarantine 14/09/2006 01:05:30 I - poskFix apache
|)spamassassin 2702006 23:45:41 PIACE =X - poskFix postix




Mvardzpooldt &l cannerdzpama

Mame = Exk
..
[yrazor
auko-whitelist
auko-whitelist, muke::
IE] razor-agent.log

servers.catalogue, st
servers.discovery. st
servers.nomination. st

Hfeardzpool/tailS canner/spama

Marme = Ext

.

@ razor-agent, conf

ﬁ server,c101 . cloodmark, com, ...
ﬁ server,c102 cloudmark, com. ...
ﬁ server,c103 . cloudmark, com. ...
ﬁ server,c104, cloudmark, com, ..
ﬁ server,c105, coudmark, cam....

Size  Changed
14/09/2006 01;06:12
23M10[2006 00:50:05

12,288 22/10/2006 14:51:06
6 Z2z/10/2006 14:51:06
5,187 27/10/2006 23:45:51

B2l 27010/2006 23:45:40

621 23/10/2006 00;57:03

621 23/10/2006 00;54:40

a4 Z3/10/2006 005421

6zl 23/10/2006 00:55:02

a5 27/10/2006 234541
22 23/10/2006 00:54: 20
3% 271002006 23:45:41

hrazor
Size  Changed

27110/2006 23:45:41
FEE 22102006 23:51:48

Rights
(L o
FWRE-XE -

Rights
FIAE =3 -
Fi-F--t--

COwner

[aluls

poskfiz
poskfiz
poskfiz
poskfiz
pioskfis
postFix
postFix
postfix
poskfiz
poskfiz
poskfiz
poskfiz

owner

poskFiz
rook

Don't worry about the folders in this one — just SpamAssassin.cache.db

fzpooltd ailS cannerinconming

Mame = Ext

®..

1874

1913

1974

[Chzz00

[Chzzos
Spamfssassin.cache,db

Size  Changed
14/09/2006 01:06:12
02112006 00:05:45
027112006 00:05:59
021112006 00:06:08
020112006 00:06: 13
02112006 00:06: 19

12,288 29/10/2006 00:59:41

Rights
FIAE-3F -
FIAE=3F -
FIAE=3F -
FIAE=3F -
(L o
FWRE-XE -

Chner
ook
pioskfiz
postFix
postFix
postfix
poskfiz
poskfiz

Group
ook
poskFiz
poskFiz
poskFiz
poskFiz
pioskFis
postFix
postFix
postfix
poskFiz
poskFiz
poskFiz
poskFiz

Graup

poskFis
roiok

Group
ook
pioskFiz
postFix
postFix
postfix
poskFiz
poskFiz



Mame Exk
..
| access
= cananical
15| generic
+_Ef| header_checks
+_Ef| helo_access
%) helo_access.db
| LICEMSE
= main. cf
= main. cf  def ault
ﬂ main.cf.orig
;-«ﬂ makedefs. out
+_Ef| master.cf
=) postFiz-Files
*_Efl postfix-scripk
ﬂ postgrey_whitelist_clients
"_I postgrey_whitelist_clients. local
ﬂ postgrey_whitelist_recipients
= post-install
+_Ef| recipient_access
"_| recipient_access.db
= relocated
ﬂ sender_access
%) sender_access.db
)| TLS_LICEMSE

ﬂ kransport
| %] bransport.db

=) virbual

%] virtual.db

fame Exk
..
_Jbayes
rmcp
_ireporks
Carules
ﬂ country . damains, conf
gﬂ filenarme. rules
ﬂ filenarme, rules , allowall, conf
ﬂ filenarme. rules . conf
Eﬂ Filetyvpe rules
ﬂ Filetvpe. rules. allowall, conf
ﬂ Filetvpe, rules, conf
ﬂ MailZcanner, conf
ﬂ phishing, safe, sites,conf
gﬂ phishing, safe, sites, conf,.old
ﬂ Spam, assassin, prefs, conf
ﬂ sparn.lists.conf
ﬂ wirlls, scanners,conf

Size

15,444
10,947
9,622
16,411
0
12,288
11,942
26,463
14,293
25,741
934
4,186
17,266
6,366
5,869
0

188
22,471
0
12,288
6,523
0
12,288
1,629
11,492
12,288
11,732
12,288

Size

11,441
118
12
£,851
118
12

921
99,850
15,062
15,062
11,508
5,029
2,532

Zhanged

0zf11/2006 00:05:42
Z0/04/2005 16:31:24
Z0/04/2005 16:31:24
200042005 16:31:24
14/09/2006 01:06:13
14/09/2006 01:06:14
14/09/2006 01:06:16
Z0f04/2005 16:31:24
26/10/2006 01:01:36
Z0/04/2005 16:31:24
14)09/2006 01:06:13
200042005 16:31:24
200042005 16:31:26
20042005 16:31:26
20/04/2005 16;31:24
01f11/2006 00:42:13
25072006 03:23:52
25072006 03:23:52
200042005 16:31:24
30/09/2006 22:53:41
30092006 22:54:00
20/04/2005 16;31:24
14)09/2006 01:06: 14
14)09/2006 01:06: 16
Z0/04/2005 16:31:24
290102006 00:59:23
290102006 00:59:24
14/09/2006 01:06:14
14/09/2006 01:06:16

—_

—_

hanged

02112006 00:05:42
01102006 02:01:43
14092006 01:05:26
14092006 01:05:26
01/10/2008 01:50:04
03/05/2006 16:28: 36
30092006 23:36: 23
30092006 23:49:09
0F/05/2006 16:28: 36
30092006 23:35:14
30/09/2006 23:50:07
03032006 16:28:36
29/10/2008 00:05:53
2ai10/2006 04 16:43
2a/10/2006 04:16:43
25/10[2006 22:35: 26
25/10/2006 22:38:32
19/09/2006 21:07:39

Rights
FIAE-3F -
Fit=F--F--
FiA-F--F -~
FiA-F--F--
Fib-r--t--
Fib-r--t--
FWA-F--t--
FWA-F--t--
Fit-F--F--
Fit=F--F--
FiA-F--F -~
FiA-F--F--
Fib-r--t--
Fib-r--t--
FAEE-E -
FWA-F--t--
Fit=F--F--
FiA-F--F -~
FIARCE-3F -
Fib-r--t--
Fib-r--t--
FWA-F--t--
FWA-F--t--
Fit-F--F--
Fit=F--F--
FiA-F--F -~
FiA-F--F--
Fib-r--t--
Fib-r--t--

Rights
FIAE =3 -
FIAE AP
FIAE =3 -
FIAE =3 -
(LR S
F-r--p--
Fi-r--f--
Fi-F ==t ==
Fi-F--f--
Fi-F ==t --
Fi-F--t--
Fi-F--t--
F-r--p--
F-r--p--
Fi-r--f--
Fi-F ==t ==
Fi-F--f--
Fi-F ==t --

Owner

raok
raok
raok
raok
rook
rook
raok
raok
raok
raok
raok
raok
rook
rook
raok
raok
raok
raok
raok
rook
rook
raok
raok
raok
raok
raok
raok
rook
rook

owner

ook
ook
rook
rook
ook
raok
raok
raok
ook
ook
rook
rook
ook
raok
raok
raok
ook
ook

Group
ook
ook
ook
ook
ook
ook
[aluls
ook
ook
ook
ook
ook
ook
ook
[aluls
ook
ook
ook
ook
ook
ook
[aluls
ook
ook
ook
ook
ook
ook
ook

All sub directories and files below /etc/MailScanner should be world-readable and owned
by root — except /etc/MailScanner/bayes...

Graup
rook
apache
rook
rook
ook
rook
rook
rook
rook
rook
rook
rook
ook
rook
rook
rook
rook
rook



fetodM alScannern/bayes

Mame = Ext Size  hanged Rights Cuner Group
&.. 29102006 00:05:53 FIAREE -3 rook rook
baves, muke:x 12 28/10/2006 14,5326 PRI rook apache
baves_seen 12,288 28/10/2006 14:53:26 FIARC A A roak apache
baves_toks 45,056 28/10/2006 14:53:26 FIALCFALCE LA rook apache

I"'Don't forget to reboot once you have finished!!!



Appendix A - GNU Free Documentation License

GNU Free Documentation License
Version 1.2, November 2002

Copyright (C) 2000,2001,2002 Free Software Foundation, Inc.

51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other
functional and useful document "free” in the sense of freedom: to
assure everyone the effective freedom to copy and redistribute it,

with or without modifying it, either commercially or noncommercially.
Secondarily, this License preserves for the author and publisher a way
to get credit for their work, while not being considered responsible

for modifications made by others.

This License is a kind of "copyleft", which means that derivative

works of the document must themselves be free in the same sense. It
complements the GNU General Public License, which is a copyleft
license designed for free software.

We have designed this License in order to use it for manuals for free
software, because free software needs free documentation: a free
program should come with manuals providing the same freedoms that the
software does. But this License is not limited to software manuals;

it can be used for any textual work, regardless of subject matter or
whether it is published as a printed book. We recommend this License
principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that
contains a notice placed by the copyright holder saying it can be
distributed under the terms of this License. Such a notice grants a
world-wide, royalty-free license, unlimited in duration, to use that
work under the conditions stated herein. The "Document", below,
refers to any such manual or work. Any member of the public is a
licensee, and is addressed as "you". You accept the license if you
copy, modify or distribute the work in a way requiring permission
under copyright law.

A "Modified Version" of the Document means any work containing the
Document or a portion of it, either copied verbatim, or with
modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of
the Document that deals exclusively with the relationship of the
publishers or authors of the Document to the Document's overall subject
(or to related matters) and contains nothing that could fall directly

within that overall subject. (Thus, if the Document is in part a

textbook of mathematics, a Secondary Section may not explain any
mathematics.) The relationship could be a matter of historical
connection with the subject or with related matters, or of legal,
commercial, philosophical, ethical or political position regarding

them.

The "Invariant Sections" are certain Secondary Sections whose titles
are designated, as being those of Invariant Sections, in the notice

that says that the Document is released under this License. If a

section does not fit the above definition of Secondary then it is not
allowed to be designated as Invariant. The Document may contain zero
Invariant Sections. If the Document does not identify any Invariant
Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed,

as Front-Cover Texts or Back-Cover Texts, in the notice that says that
the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy,
represented in a format whose specification is available to the

general public, that is suitable for revising the document
straightforwardly with generic text editors or (for images composed of
pixels) generic paint programs or (for drawings) some widely available
drawing editor, and that is suitable for input to text formatters or

for automatic translation to a variety of formats suitable for input

to text formatters. A copy made in an otherwise Transparent file

format whose markup, or absence of markup, has been arranged to thwart
or discourage subsequent modification by readers is not Transparent.
An image format is not Transparent if used for any substantial amount
of text. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain

ASCII without markup, Texinfo input format, LaTeX input format, SGML
or XML using a publicly available DTD, and standard-conforming simple
HTML, PostScript or PDF designed for human modification. Examples of
transparent image formats include PNG, XCF and JPG. Opaque formats
include proprietary formats that can be read and edited only by
proprietary word processors, SGML or XML for which the DTD and/or
processing tools are not generally available, and the

machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself,

plus such following pages as are needed to hold, legibly, the material
this License requires to appear in the title page. For works in
formats which do not have any title page as such, "Title Page" means
the text near the most prominent appearance of the work's title,
preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose
title either is precisely XYZ or contains XYZ in parentheses following

text that translates XYZ in another language. (Here XYZ stands for a
specific section name mentioned below, such as "Acknowledgements",
"Dedications", "Endorsements", or "History".) To "Preserve the Title"

of such a section when you modify the Document means that it remains a
section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which
states that this License applies to the Document. These Warranty
Disclaimers are considered to be included by reference in this

License, but only as regards disclaiming warranties: any other

implication that these Warranty Disclaimers may have is void and has

no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either
commercially or noncommercially, provided that this License, the
copyright notices, and the license notice saying this License applies

to the Document are reproduced in all copies, and that you add no other
conditions whatsoever to those of this License. You may not use
technical measures to obstruct or control the reading or further

copying of the copies you make or distribute. However, you may accept
compensation in exchange for copies. If you distribute a large enough
number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and
you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have
printed covers) of the Document, numbering more than 100, and the
Document's license notice requires Cover Texts, you must enclose the
copies in covers that carry, clearly and legibly, all these Cover

Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on
the back cover. Both covers must also clearly and legibly identify

you as the publisher of these copies. The front cover must present
the full title with all words of the title equally prominent and

visible. You may add other material on the covers in addition.
Copying with changes limited to the covers, as long as they preserve
the title of the Document and satisfy these conditions, can be treated
as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit

legibly, you should put the first ones listed (as many as fit
reasonably) on the actual cover, and continue the rest onto adjacent
pages.

If you publish or distribute Opaque copies of the Document numbering
more than 100, you must either include a machine-readable Transparent
copy along with each Opaque copy, or state in or with each Opaque copy
a computer-network location from which the general network-using
public has access to download using public-standard network protocols
a complete Transparent copy of the Document, free of added material.

If you use the latter option, you must take reasonably prudent steps,
when you begin distribution of Opaque copies in quantity, to ensure

that this Transparent copy will remain thus accessible at the stated
location until at least one year after the last time you distribute an
Opaque copy (directly or through your agents or retailers) of that

edition to the public.

It is requested, but not required, that you contact the authors of the
Document well before redistributing any large number of copies, to give
them a chance to provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under
the conditions of sections 2 and 3 above, provided that you release

the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution

and modification of the Modified Version to whoever possesses a copy
of it. In addition, you must do these things in the Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct
from that of the Document, and from those of previous versions
(which should, if there were any, be listed in the History section
of the Document). You may use the same title as a previous version
if the original publisher of that version gives permission.

B. List on the Title Page, as authors, one or more persons or entities
responsible for authorship of the modifications in the Modified
Version, together with at least five of the principal authors of the
Document (all of its principal authors, if it has fewer than five),
unless they release you from this requirement.

C. State on the Title page the name of the publisher of the
Modified Version, as the publisher.



D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications
adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, a license notice
giving the public permission to use the Modified Version under the

terms of this License, in the form shown in the Addendum below.

G. Preserve in that license notice the full lists of Invariant Sections
and required Cover Texts given in the Document's license notice.

H. Include an unaltered copy of this License.

. Preserve the section Entitled "History", Preserve its Title, and add
to it an item stating at least the title, year, new authors, and
publisher of the Modified Version as given on the Title Page. If
there is no section Entitled "History" in the Document, create one
stating the title, year, authors, and publisher of the Document as
given on its Title Page, then add an item describing the Modified
Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for
public access to a Transparent copy of the Document, and likewise
the network locations given in the Document for previous versions
it was based on. These may be placed in the "History" section.
You may omit a network location for a work that was published at
least four years before the Document itself, or if the original
publisher of the version it refers to gives permission.

K. For any section Entitled "Acknowledgements” or "Dedications”,
Preserve the Title of the section, and preserve in the section all
the substance and tone of each of the contributor acknowledgements
and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document,
unaltered in their text and in their titles. Section numbers
or the equivalent are not considered part of the section titles.

M. Delete any section Entitled "Endorsements”. Such a section
may not be included in the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements"
or to conflict in title with any Invariant Section.

O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or

appendices that qualify as Secondary Sections and contain no material
copied from the Document, you may at your option designate some or all
of these sections as invariant. To do this, add their titles to the

list of Invariant Sections in the Modified Version's license notice.

These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains
nothing but endorsements of your Modified Version by various
parties--for example, statements of peer review or that the text has
been approved by an organization as the authoritative definition of a
standard.

You may add a passage of up to five words as a Front-Cover Text, and a
passage of up to 25 words as a Back-Cover Text, to the end of the list

of Cover Texts in the Modified Version. Only one passage of
Front-Cover Text and one of Back-Cover Text may be added by (or
through arrangements made by) any one entity. If the Document already
includes a cover text for the same cover, previously added by you or

by arrangement made by the same entity you are acting on behalf of,
you may not add another; but you may replace the old one, on explicit
permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License
give permission to use their names for publicity for or to assert or
imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this
License, under the terms defined in section 4 above for modified

versions, provided that you include in the combination all of the

Invariant Sections of all of the original documents, unmodified, and

list them all as Invariant Sections of your combined work in its

license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and
multiple identical Invariant Sections may be replaced with a single
copy. If there are multiple Invariant Sections with the same name but
different contents, make the title of each such section unique by
adding at the end of it, in parentheses, the name of the original
author or publisher of that section if known, or else a unique number.
Make the same adjustment to the section titles in the list of

Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History"
in the various original documents, forming one section Entitled
"History"; likewise combine any sections Entitled "Acknowledgements",
and any sections Entitled "Dedications". You must delete all sections

Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents

released under this License, and replace the individual copies of this
License in the various documents with a single copy that is included in
the collection, provided that you follow the rules of this License for
verbatim copying of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute
it individually under this License, provided you insert a copy of this
License into the extracted document, and follow this License in all

other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate
and independent documents or works, in or on a volume of a storage or
distribution medium, is called an "aggregate" if the copyright

resulting from the compilation is not used to limit the legal rights

of the compilation's users beyond what the individual works permit.
When the Document is included in an aggregate, this License does not
apply to the other works in the aggregate which are not themselves
derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these
copies of the Document, then if the Document is less than one half of
the entire aggregate, the Document's Cover Texts may be placed on
covers that bracket the Document within the aggregate, or the
electronic equivalent of covers if the Document is in electronic form.
Otherwise they must appear on printed covers that bracket the whole
aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may
distribute translations of the Document under the terms of section 4.
Replacing Invariant Sections with translations requires special
permission from their copyright holders, but you may include
translations of some or all Invariant Sections in addition to the
original versions of these Invariant Sections. You may include a
translation of this License, and all the license notices in the
Document, and any Warranty Disclaimers, provided that you also include
the original English version of this License and the original versions
of those notices and disclaimers. In case of a disagreement between
the translation and the original version of this License or a notice

or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements”,
"Dedications", or "History", the requirement (section 4) to Preserve
its Title (section 1) will typically require changing the actual

title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except
as expressly provided for under this License. Any other attempt to

copy, modify, sublicense or distribute the Document is void, and will
automatically terminate your rights under this License. However,

parties who have received copies, or rights, from you under this

License will not have their licenses terminated so long as such

parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions

of the GNU Free Documentation License from time to time. Such new
versions will be similar in spirit to the present version, but may

differ in detail to address new problems or concerns. See
http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number.

If the Document specifies that a particular numbered version of this
License "or any later version" applies to it, you have the option of
following the terms and conditions either of that specified version or

of any later version that has been published (not as a draft) by the

Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not
as a draft) by the Free Software Foundation.
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