HOWTO - Setup ESVA 1.6

Andrew MacLachlan, andy.mac@global-domination.org

v0.02, 15/11/2006

This guide will help you to setup ESVA to process and forward mail for your domains.

1. Introduction

1.1 Copyright

This document is © 2006 by Andrew MacLachlan. Permission is granted to copy, distribute
and/or modify this document under the terms of the GNU Free Documentation License,
Version 1.1 or any later version published by the Free Software Foundation with no
Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts. A copy of the license
can be found in Appendix A.

1.2 Disclaimer

Use the information in this document at your own risk. | disavow any potential liability for
the contents of this document. Use of the concepts, examples, and/or other content of this
document is entirely at your own risk.

All copyrights are owned by their owners, unless specifically noted otherwise. Use of a
term in this document should not be regarded as affecting the validity of any trademark or
service mark.

Naming of particular products or brands should not be seen as endorsements.

You are strongly recommended to take a backup of your system before major installation
and backups at regular intervals.

1.3 Credits

Any comments or suggestions can be mailed to my email address :
andy.mac@aglobal-domination.org



mailto:andy.mac@global-domination.org

2. Prerequisite

VMware Server 1.0 (for Windows or Linux) or ESX v3 (AKA VI3)
Minimum 5GB free disk space

Minimum 512 MB unreserved memory

A basic grasp of VMware principles and terminology

Internet DNS mx records configured for your domain(s) pointing toward ESVA (or
the public interface of your firewall, with appropriate port forwarding configured)

3. Default Usernames and Passwords

Resource Username Password
Console/Webmin root password
MailWatch/MailScanner web portal admin password

NOTE - All passwords should be changed from the defaults as soon as possible



4. How-To

Important

Before starting, make sure that you don't expose ESVA to any untrusted networks (e.g.
The Internet) before the set-up is complete to avoid a compromised system.

One way of doing this is to do the set-up with the NICs bound to a host-only network
segment in VMware.

Virtual Machine Settings

Hardware | Options |
Device Summary Device status

Mermory 512 ME Em”e'::e'jt

&5 Hard Disk (SCSI 0:0) ST S s

B Ethernet Bridged Metwark, connection

ﬁ Processars 1 ) ) )
() Bridged: Connected directly ta the physical network;
(3 MAT: Uzed ta share the host's IP address
(%) Host-only: & private network shared with the hast
() Custom: Specific vitual network

Widnet [default Bridged]
Important

When you have finished configuring ESVA, be sure to reboot! (either from the command-
line (init 6), or from the Webmin interface (System > Bootup and shut down > Reboot

System)



4.1 VMware host Setup

Once you have downloaded, unzipped and registered ESVA with your VMware software,
you should configure ESVA to start automatically at host start-up and to shut down
gracefully at system shut down. In VMware Server 1.0 (For Windows) you will find these
options by navigating through VM > Settings, then choosing the options tab. Select
Startup/Shutdown and configure the options as displayed below.

Virtual Machine Settings I
Hardware DDtiDml

Wirtual maching account

Settings Summary
B General ESyie 1 E 43 Fur thiz virtual machine as:
[» Power () User that powers on the virtual machine
% i:iﬁii:;t; (%) Local system account
StartuptShutdown  Power off at shutdown (O This user. | |
g Advanced Passwond: | |
Comfirm: | |

Startup # Shutdowvn ophions

Select the startup/shutdown power options for this
wvirtual machine.

Or hogt startup:;

| Pawer an wirtual machine w |
D hozt shutdowr;

| Shut down quest aperating sustem w |

Once this is configured, click OK and power ESVA on.



4.2 Initial set-up

Once ESVA has finished booting, login as root (see section 3 for default passwords).

e e e e e e e e e e e e e e e e e e e e o e e e - - - e e e e e e e o o e
Email Security Uirtual aAppliance (ESUA)D
v 1.6.4 (Ohau)

http:/7www.global-domination.org-E3UnA

W JoE 6 J0E I E IE E E EE E EE E E I 0E I 0 I 0E I 0E I I I

Kernel 2.6.17-1.2147Z_FC4 on an i68b6

localhost login: root
Password:

Type setup and using your arrow and tab keys to navigate select Keyboard
Configuration. Press enter to select.

Keyboard Selection
Select the appropriate keyboard for the system.

Slovakian
Slovenian

Swedish

Tamil (Inscript)
Tamil (Typewriter)
Turkish

Ukrainian

ab> between elements i <S8pace’> selects i <F12> next screen

Choose the correct keyboard layout, tab to OK and press enter.

On the main menu screen, scroll down to Network configuration and press enter. On the
next screen, select Ethernet and tab to Configure — space bar to select.

Enter static IP details for ESVA

Ethernet Configuration

Name

Device

Use DHCP

Static IP

Netmask

Default gateway IP

OK then Exit on the next screen. Quit the main menu.



Now is a good time to change the root password and reboot.
n.b. Don't use any @ characters in your password — Webmin can't handle them...

«  passwd then follow the prompts

- 1init 6 toreboot

[root@localhost " 1# passwd
Changing password for user root.

Mew UNIX password:

Retype new UNIX password:
passwd: all authentication tokens updated successfully.

[root@localhost "1# init 6_

VMware Sers




4.3 Mail system set-up

Once ESVA has finished booting up and is waiting at the login screen, point your web
browser toward https://the-ip-address-you-configured-esva-to-use (e.g. From the previous
section | used 192.168.169.104, so the url for that installation would be
https://192.168.169.104 )

Login to Webmin as root with the new password you configured in the previous section.

| hetps:y102. 168,189, 104f

~| .|. [C Search = g2 Bk as oo o =

Tou must enter a username and password to login to the

“Webtmin server on 192.1658.169.104

Usernanae
F d

[ Remember login p

4.3.1 MailScanner setup
Click on the Servers icon

Then click on the MailScanner icon

MailScanner
4.3.1.1 System Settings

Then click on the System Settings icon. You should change the settings shown below to
match your own organisation.

n.b. - Don't put any spaces in either Organisation Name or Company Website fields.

Organisation Name O Default © |globak-domination |
Organisation Long Name O Default & |Glnbal Clomination |
Company Wehsite ) Default G |W.glubal—duminatiun_nrg |

Click on the Save button, then click on the Return to module index link.


https://192.168.169.104/
https://the-ip-address-you-configured-esva-to-use/

4.3.1.2 MailScanner Hostname
Click on the Edit MailScanner Config File icon.

Edit MadZcanner Config File

Scroll down to about the middle of the file and find the line hosthame = SHOSTNAME.
Change this to the intended hostname of the system (you will set this later). e.g mail-

gw.global-domination.org

g
File:/etc/NalScannerMailS canner. cont

IS OUOTINANET MAE LI IOCHIIIIIED

H nOOoSoI-EmeE — LCIE L= ITAE

# This can also he the filename of a ruleset.
#Hostname = $HOSTHAME

Save the file when you have made this change.

It is important that you configure this parameter correctly as this is the hostname that is
used in the spam-notification messages sent to users when spam has been quarantined. If
this parameter isn't configured correctly the spam release URL in the notification message

won't work.



4.3.1.3 SpamAssassin settings
Click on the Servers icon at the top of the page, then click on SpamAssassin.

7

spamdssassin
Click on the Edit spam.assassin.prefs.conf button.

Create a new custom command. Create a new fil

[ Edit spam.assassin.prefs.conf ]

spamdbssassin Preferences file,
Edit file editor

Create a new custom command.  Create a new 8

Scroll down the file until you get to the section where it says to “Change X-YOURDOMAIN-
COM to match your %org-name%”. You should now do this, using the same string you
used for Organisation Name in section 4.3.1.1. See example below.

Edit File
fete/MalScanner/spam. assassm. prefs. conf

For feeding spam and and ham for saved messages, mailboxes -
or directories:

#
#
# Thiz MUST he customized for each site @

# Change X-TOURDOMAIN-COM to match your forg-name: as
# set in MailScanner.conf

bayes_ignore header X-global-domination-MailScanner-ESVAL B
bayes ignore header I-global-domination-MNailZcanner-E3VLA-SpamCheck

bayes_ignore header I-global-domination-MailZScanner-E3VA-3pam3core

bayes_ ignore header I-global-domination-MailZcanner-ESVA-Information

Then using the scheduled Bayes expiry feature, in MailScanner.conf
vou probably want to turn off sauto-expiry in Spamlssassin as it will
rarely complete before it is killed for taking too long.

Tou will just end up with # MailS3canner: big bayes_toks.new files
wasting space.

e oH: e H: e

# FSL Note: we run Bayes expire from a cron job
<

<

|

Save the file when you have finished.



4.3.2 Postfix Configuration

Click on the Servers icon, then click on the Postfix Configuration icon.
4.3.2.1 — Transport Mapping

Click on the Transport Mapping icon, then click on the New Mapping button.

Type the name of one of your domains in the Name field, and the destination for mail for
that domain as either an IP address or as a resolvable name in the Maps to field.

Raie A Map W

Name |glubal—d|:|minati|:|n.urg

Maps to... smip:[192.168.169.100] |

[ SEve mapping ]

Edit A Map

Name |glubal-duminatiun.cu.uk

LMaps to... |5mtp:[exchange.glu:ubal—du:uminatiu:un.lu:u:al] |

[ Dave mapping ]

Make sure you prefix the destination name or address with smtp: as shown in the
examples above.

If you want to avoid MX lookups for that domain and possibly causing mail loops, enclose
the Maps to address in square brackets - [ ] - as shown above. (This should be the case if
ESVA is listed as one of the mx servers for the domain in question).

In the main mapping screen, you will see one that has been pre-created with a * in it. This
is the default mapping, which means that if there is no specific mapping, deliver the
message directly.

Chck on any mapping to edit its properties: What format should [use?
Select all Thwert selection.

E |_|,c_{lobal domination. co.uk |smtp [exchange global-domimation local]

'] |global- domnation org smitp[ 192, 168. 169.100]

Select all Invert selection

Delete Selected

When you have finished adding mappings for all domains to be managed by ESVA, click
on the Return to Postfix configuration link.



4.3.2.2 - Aliases
Click on the Mail Aliases icon. Scroll down to the bottom of the page and click on root.

Enable this alias, and enter an address to forward mail for root to.

Ermail address | andy.mac@globaldomination.org
I

Save the alias.



4.4 Locale set-up

In Webmin, click on the Hardware icon, then the System Time icon.

In the Time Zone drop down, select the correct time zone for your system and save. You
might now need to click on the Set System time to hardware time button.

."System Timme

Apply ] [ Set systermn time to hardware time ]

—

Save ][ Set hardware time to system time ]

—

FacificiAuckland (most locations)

J

Sawve

Don't set the hardware time to system time or configure any time-sync as these functions
are provided by your physical hardware and the VMware layer.

4.5 More Network set-up

In Webmin click on the Networking icon, then the Network Configuration icon. Click on the
Hostname and DNS client icon.

Edit the hostname, DNS servers and search domains fields if necessary. Correct
hostname and DNS servers are very important for proper operation of ESVA.

Important: Use the same hostname here that you used in section 4.3.1.2

192.168.1649.1 (J (o)

global-domination. local

_ globhal-domination.org

Save

Click on the Save button when complete.



4.5 MailWatch set-up

Point your browser at http://the-ip-address-you-configured-esva-to-use (e.g. From the
initial setup | used 192.168.169.104, so the url for that installation would be
http://192.168.169.104 )

Click on the MailScanner link

@ Global-domination

Links ESVA 1.6
ESW8 1.6 readme

FacQ
Mailgraph
MailScanner

Webmin

4.5.1 Securing the admin account
Sign in using username admin and the default password (listed in section 3)

£ B
9 Enter username and password for "Mailwatch for MailScanner” at http:ff192, 168,169,104
) User Mame:
adrnin
Password:

mmmmmmmm

[] Use Passward Manager to remember this passward,

Click on Tools/Links, then User Management

Color Codes Status Today's Totals
Bad Cantent"lnfected. Mailscanner:  [ETEE S children Processed: 1 3.8kKb
. Spam Postfix: EE 1 procis) Clean; 1 100.0%
'g@ |!t| 11 h High Spam Load Average: 0.06 0,06 0,01 Viruses: 0 0.0%
MCP Top Virus: None
y mailwatch.sourceforge.net High L . Blocked files: 0 L
Whitelisted Others: 0 0.0%
Blacklisted [ ] Spam: 0 0.0%
. Clean High Scoring Spam: 0 0.0%
Jump to message: e i oo
High Scaring MCP: 0 0.0%

|Recent Messages Lists Quarantine Reports Tools/Links  Documentation Logout |

+ ser Management

+ Clamay Status

« MySOL Database Status

« Yiew MailScanner Configuration

Edit the admin user

User Management
Username Full Name Type Spam Check Spam Score High Spam Score Actions
admin Admin Adrninistrator i 1] 1] Edit Delete Filters



http://192.168.169.104/
http://the-ip-address-you-configured-esva-to-use/

Change the password for admin, and for extra safety change the username as well.

Edit User admin

Username: aegis

Name: |aegis

Password: I

User Type: Administrator bt
Quarantine Report: A e By Repers

Quarantine RE[JEII't REEI[JIEﬂt: Owerride quarantine report recipient?

[uses vour username if blank)

Scan for Spam: Scan =Mail for Spam?
Spam Score: ID— O=Usze D=fault
High Spam Score: 0 0=Use Default
Action: [ Feset ] [ Update ]

Click update when done. You will need to login with the new details.
4.5.2 Creating Domain Administrator accounts

Domain Administrator accounts can manage the messages for a given email domain (e.g.
global-domination.org). This means that the Domain Administrator can create new user
accounts for that domain as well as manage spam, white/black lists and create reports for
all users in the domain.

Login to MailWatch as the admin account secured in section 4.5.1.
Click on Tools/Links, then User Management and finally click on New User.

Complete the form, supplying real names and email addresses (This is where MailWatch
decides which domain the user will be administrator of). Make sure that Domain
Administrator is the User Type.

Click on the Create button when the fields have been filled in correctly.

|Recer1t Messages Lists Quarantine
MNew User

Username: andy maci@globakdom

Mame: IAndrew hdaclLachlan

Password: "

User Type: Damain Administrator

Quarantine Report: Send Daily Report?

Quarantine RE[CIDI't REEIpIEﬂt: Owerride gquarantine report recipient?
[uses wour usernarme it blank]

Scan for Spam: Scan e-rmail for Spam?
Spam Score: ID 0=Use Default
High Spam Score: a 0=Use Default

Action: [ Feset ] [ Create




4.5.3 Creating User Accounts
User accounts have the ability to manage only their own spam, whitelists and blacklists.

Login to MailWatch as the admin account secured in section 4.5.1 or as the appropriate
Domain Administrator account created in 4.5.2.

Click on Tools/Links, then User Management and finally click on New User.

Complete the form, supplying real names and email addresses (This is how MailWatch
decides which messages belong to a particular user). Make sure that User is the User
Type.

Click on the Create button when the fields have been filled in correctly.

|Recer1t Messages Lists Quarantine
MNew User

Username: hlofeld{2global-domina

Mame: |Ei||:|feld

Password: s

User Type: User bt

Quarantine Report: A 58 Bl Basens

Quarantine RE[CIDI’t REEIpIEﬂt: Cwerride quarantine report recipient?
[uses vour usernarme if blank]

Scan for Spam: Scan e-mail for Spam?
Spam Score: IEI O=Use Default
High Spam Score: 0 O=Use Default

Action: [ Feset ] [ Create




4.5.4 Creating Whitelist or Blacklist entries

List entries specifically allow or deny messages, bypassing any MailScanner spam
checks. A MailScanner whitelisted message will still be subject to Postfix checks and will

still be scanned for virii.

Login to MailWatch as the admin account secured in section 4.5.1 or as the appropriate

Domain Administrator account created in 4.5.2.

Click on Lists,then complete the form, supplying either full email addresses or domain
names only to make a rule for an entire domain. “default” in either field means * or all.

Click on the Add button when the fields have been filled in correctly.

|Recent Messages Lists

CQuarantine

Add to Whitelist /Blacklist

From: |globaldomination.arg
To: @ default
List:  [“lwhitelist O Blacklist

Ac:tiun:[ Feset ] [ A ]

The example above will allow all inbound messages from all addresses in the global-
domination.org domain to all recipients. The example below will allow all messages (from
any domain) to the address lotsofspamplease@global-domination.org

IRecent Messages Lists

Quarantine

Add to Whitelist /Blacklist

From: |default
To: lotsofspamplease
List: @ whitelist O Blacklist

Ac:tiun:[ Feset ] [ Al ]

@|global-domination.org



mailto:lotsofspamplease@global-domination.org

4.6 Postgrey Whitelists

There are two whitelists in force for Postgrey — Clients (Sending MTAs/Domains/Servers)
and Recipients. Both are configured via Webmin applets.

To access the Webmin applets, login to Webmin, click on the Servers icon, then click on

the Postgrey icon.

Postarey

On the Postgrey page, select the appropriate button.

Create a new custom command. Create a new file editor.  Create a new S0OL command.

| Edit Postgrey Whitelist (clients) |
List of sending W TAs/domains that are allowed to by-pass Postgrey checlung
Edit file editor

[ Edit Postarey Whitelist (recipients) ]
Configure the list of recipients that wish to bypass Postgrey checking {not reccommended)
Edit file editor

Then edit the file appropriately, following the examples provided.

i i

fete/postiix/posterey whitelist clients

Srpim-td4+-NdE gquickinspirationsmaily cocomd S

# flymonarch (no retry, reported by Marko Djukic)

flymonarch. com

# wxs.nl [(no retry, reported by Johannes Fehr)
SrpPesmip. ¥ Lwxsh onlis

# ibm.com (big pool, reported by Casey Peel)

ibtn. com

# messagelabs.com (bhig pool, reported by John Tobin)

Shmaily d4 Lmessage labs), (comd S

# pth.de (slow, reported by Joachim 3choenberg)

bherlin.pth.de

# registrarmail.net [(unigque sender names, reported by Jimon Waters)
registrarmail.net

# ogoogle.com (big pool, reported hy Matthias Dyer)

Ao F—out—. Fy Lgooglel . com§ f

f#lLocal Addresses, added by andy.macfglobal-domination.org
(127110172 . (1[6-9] |2[0-9] |30|31) | 192%.168)

#Customers, trusted Mail3ervers and Domains

Hewamp le [[

foglobal-domination.org




Appendix A - GNU Free Documentation License

GNU Free Documentation License
Version 1.2, November 2002

Copyright (C) 2000,2001,2002 Free Software Foundation, Inc.

51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other
functional and useful document "free” in the sense of freedom: to
assure everyone the effective freedom to copy and redistribute it,

with or without modifying it, either commercially or noncommercially.
Secondarily, this License preserves for the author and publisher a way
to get credit for their work, while not being considered responsible

for modifications made by others.

This License is a kind of "copyleft", which means that derivative

works of the document must themselves be free in the same sense. It
complements the GNU General Public License, which is a copyleft
license designed for free software.

We have designed this License in order to use it for manuals for free
software, because free software needs free documentation: a free
program should come with manuals providing the same freedoms that the
software does. But this License is not limited to software manuals;

it can be used for any textual work, regardless of subject matter or
whether it is published as a printed book. We recommend this License
principally for works whose purpose is instruction or reference.

1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that
contains a notice placed by the copyright holder saying it can be
distributed under the terms of this License. Such a notice grants a
world-wide, royalty-free license, unlimited in duration, to use that
work under the conditions stated herein. The "Document", below,
refers to any such manual or work. Any member of the public is a
licensee, and is addressed as "you". You accept the license if you
copy, modify or distribute the work in a way requiring permission
under copyright law.

A "Modified Version" of the Document means any work containing the
Document or a portion of it, either copied verbatim, or with
modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of
the Document that deals exclusively with the relationship of the
publishers or authors of the Document to the Document's overall subject
(or to related matters) and contains nothing that could fall directly

within that overall subject. (Thus, if the Document is in part a

textbook of mathematics, a Secondary Section may not explain any
mathematics.) The relationship could be a matter of historical
connection with the subject or with related matters, or of legal,
commercial, philosophical, ethical or political position regarding

them.

The "Invariant Sections" are certain Secondary Sections whose titles
are designated, as being those of Invariant Sections, in the notice

that says that the Document is released under this License. If a

section does not fit the above definition of Secondary then it is not
allowed to be designated as Invariant. The Document may contain zero
Invariant Sections. If the Document does not identify any Invariant
Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed,

as Front-Cover Texts or Back-Cover Texts, in the notice that says that
the Document is released under this License. A Front-Cover Text may
be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy,
represented in a format whose specification is available to the

general public, that is suitable for revising the document
straightforwardly with generic text editors or (for images composed of
pixels) generic paint programs or (for drawings) some widely available
drawing editor, and that is suitable for input to text formatters or

for automatic translation to a variety of formats suitable for input

to text formatters. A copy made in an otherwise Transparent file

format whose markup, or absence of markup, has been arranged to thwart
or discourage subsequent modification by readers is not Transparent.
An image format is not Transparent if used for any substantial amount
of text. A copy that is not "Transparent" is called "Opaque".

Examples of suitable formats for Transparent copies include plain

ASCII without markup, Texinfo input format, LaTeX input format, SGML
or XML using a publicly available DTD, and standard-conforming simple
HTML, PostScript or PDF designed for human modification. Examples of
transparent image formats include PNG, XCF and JPG. Opaque formats
include proprietary formats that can be read and edited only by
proprietary word processors, SGML or XML for which the DTD and/or
processing tools are not generally available, and the

machine-generated HTML, PostScript or PDF produced by some word
processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself,

plus such following pages as are needed to hold, legibly, the material
this License requires to appear in the title page. For works in
formats which do not have any title page as such, "Title Page" means
the text near the most prominent appearance of the work's title,
preceding the beginning of the body of the text.

A section "Entitled XYZ" means a named subunit of the Document whose
title either is precisely XYZ or contains XYZ in parentheses following

text that translates XYZ in another language. (Here XYZ stands for a
specific section name mentioned below, such as "Acknowledgements",
"Dedications", "Endorsements", or "History".) To "Preserve the Title"

of such a section when you modify the Document means that it remains a
section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which
states that this License applies to the Document. These Warranty
Disclaimers are considered to be included by reference in this

License, but only as regards disclaiming warranties: any other

implication that these Warranty Disclaimers may have is void and has

no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either
commercially or noncommercially, provided that this License, the
copyright notices, and the license notice saying this License applies

to the Document are reproduced in all copies, and that you add no other
conditions whatsoever to those of this License. You may not use
technical measures to obstruct or control the reading or further

copying of the copies you make or distribute. However, you may accept
compensation in exchange for copies. If you distribute a large enough
number of copies you must also follow the conditions in section 3.

You may also lend copies, under the same conditions stated above, and
you may publicly display copies.

3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have
printed covers) of the Document, numbering more than 100, and the
Document's license notice requires Cover Texts, you must enclose the
copies in covers that carry, clearly and legibly, all these Cover

Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on
the back cover. Both covers must also clearly and legibly identify

you as the publisher of these copies. The front cover must present
the full title with all words of the title equally prominent and

visible. You may add other material on the covers in addition.
Copying with changes limited to the covers, as long as they preserve
the title of the Document and satisfy these conditions, can be treated
as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit

legibly, you should put the first ones listed (as many as fit
reasonably) on the actual cover, and continue the rest onto adjacent
pages.

If you publish or distribute Opaque copies of the Document numbering
more than 100, you must either include a machine-readable Transparent
copy along with each Opaque copy, or state in or with each Opaque copy
a computer-network location from which the general network-using
public has access to download using public-standard network protocols
a complete Transparent copy of the Document, free of added material.

If you use the latter option, you must take reasonably prudent steps,
when you begin distribution of Opaque copies in quantity, to ensure

that this Transparent copy will remain thus accessible at the stated
location until at least one year after the last time you distribute an
Opaque copy (directly or through your agents or retailers) of that

edition to the public.

It is requested, but not required, that you contact the authors of the
Document well before redistributing any large number of copies, to give
them a chance to provide you with an updated version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under
the conditions of sections 2 and 3 above, provided that you release

the Modified Version under precisely this License, with the Modified
Version filling the role of the Document, thus licensing distribution

and modification of the Modified Version to whoever possesses a copy
of it. In addition, you must do these things in the Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct
from that of the Document, and from those of previous versions
(which should, if there were any, be listed in the History section
of the Document). You may use the same title as a previous version
if the original publisher of that version gives permission.

B. List on the Title Page, as authors, one or more persons or entities
responsible for authorship of the modifications in the Modified
Version, together with at least five of the principal authors of the
Document (all of its principal authors, if it has fewer than five),
unless they release you from this requirement.

C. State on the Title page the name of the publisher of the
Modified Version, as the publisher.



D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications
adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, a license notice
giving the public permission to use the Modified Version under the

terms of this License, in the form shown in the Addendum below.

G. Preserve in that license notice the full lists of Invariant Sections
and required Cover Texts given in the Document's license notice.

H. Include an unaltered copy of this License.

. Preserve the section Entitled "History", Preserve its Title, and add
to it an item stating at least the title, year, new authors, and
publisher of the Modified Version as given on the Title Page. If
there is no section Entitled "History" in the Document, create one
stating the title, year, authors, and publisher of the Document as
given on its Title Page, then add an item describing the Modified
Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for
public access to a Transparent copy of the Document, and likewise
the network locations given in the Document for previous versions
it was based on. These may be placed in the "History" section.
You may omit a network location for a work that was published at
least four years before the Document itself, or if the original
publisher of the version it refers to gives permission.

K. For any section Entitled "Acknowledgements” or "Dedications”,
Preserve the Title of the section, and preserve in the section all
the substance and tone of each of the contributor acknowledgements
and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document,
unaltered in their text and in their titles. Section numbers
or the equivalent are not considered part of the section titles.

M. Delete any section Entitled "Endorsements”. Such a section
may not be included in the Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements"
or to conflict in title with any Invariant Section.

O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or

appendices that qualify as Secondary Sections and contain no material
copied from the Document, you may at your option designate some or all
of these sections as invariant. To do this, add their titles to the

list of Invariant Sections in the Modified Version's license notice.

These titles must be distinct from any other section titles.

You may add a section Entitled "Endorsements", provided it contains
nothing but endorsements of your Modified Version by various
parties--for example, statements of peer review or that the text has
been approved by an organization as the authoritative definition of a
standard.

You may add a passage of up to five words as a Front-Cover Text, and a
passage of up to 25 words as a Back-Cover Text, to the end of the list

of Cover Texts in the Modified Version. Only one passage of
Front-Cover Text and one of Back-Cover Text may be added by (or
through arrangements made by) any one entity. If the Document already
includes a cover text for the same cover, previously added by you or

by arrangement made by the same entity you are acting on behalf of,
you may not add another; but you may replace the old one, on explicit
permission from the previous publisher that added the old one.

The author(s) and publisher(s) of the Document do not by this License
give permission to use their names for publicity for or to assert or
imply endorsement of any Modified Version.

5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this
License, under the terms defined in section 4 above for modified

versions, provided that you include in the combination all of the

Invariant Sections of all of the original documents, unmodified, and

list them all as Invariant Sections of your combined work in its

license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and
multiple identical Invariant Sections may be replaced with a single
copy. If there are multiple Invariant Sections with the same name but
different contents, make the title of each such section unique by
adding at the end of it, in parentheses, the name of the original
author or publisher of that section if known, or else a unique number.
Make the same adjustment to the section titles in the list of

Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History"
in the various original documents, forming one section Entitled
"History"; likewise combine any sections Entitled "Acknowledgements",
and any sections Entitled "Dedications". You must delete all sections

Entitled "Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents

released under this License, and replace the individual copies of this
License in the various documents with a single copy that is included in
the collection, provided that you follow the rules of this License for
verbatim copying of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute
it individually under this License, provided you insert a copy of this
License into the extracted document, and follow this License in all

other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate
and independent documents or works, in or on a volume of a storage or
distribution medium, is called an "aggregate" if the copyright

resulting from the compilation is not used to limit the legal rights

of the compilation's users beyond what the individual works permit.
When the Document is included in an aggregate, this License does not
apply to the other works in the aggregate which are not themselves
derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these
copies of the Document, then if the Document is less than one half of
the entire aggregate, the Document's Cover Texts may be placed on
covers that bracket the Document within the aggregate, or the
electronic equivalent of covers if the Document is in electronic form.
Otherwise they must appear on printed covers that bracket the whole
aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may
distribute translations of the Document under the terms of section 4.
Replacing Invariant Sections with translations requires special
permission from their copyright holders, but you may include
translations of some or all Invariant Sections in addition to the
original versions of these Invariant Sections. You may include a
translation of this License, and all the license notices in the
Document, and any Warranty Disclaimers, provided that you also include
the original English version of this License and the original versions
of those notices and disclaimers. In case of a disagreement between
the translation and the original version of this License or a notice

or disclaimer, the original version will prevail.

If a section in the Document is Entitled "Acknowledgements”,
"Dedications", or "History", the requirement (section 4) to Preserve
its Title (section 1) will typically require changing the actual

title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except
as expressly provided for under this License. Any other attempt to

copy, modify, sublicense or distribute the Document is void, and will
automatically terminate your rights under this License. However,

parties who have received copies, or rights, from you under this

License will not have their licenses terminated so long as such

parties remain in full compliance.

10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions

of the GNU Free Documentation License from time to time. Such new
versions will be similar in spirit to the present version, but may

differ in detail to address new problems or concerns. See
http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number.

If the Document specifies that a particular numbered version of this
License "or any later version" applies to it, you have the option of
following the terms and conditions either of that specified version or

of any later version that has been published (not as a draft) by the

Free Software Foundation. If the Document does not specify a version
number of this License, you may choose any version ever published (not
as a draft) by the Free Software Foundation.
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